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Evolucion del malware
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Subject: ILOVEYOU

kindly check the attached LOVELETTER 3

LUVE-LER-FUH-Y 2000 - ”—OVEYOU

coming from me.  OU.TXT.vbs

“wlo|» |4
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Evolucidon de soluciones
anti-malware




1982 - Reaper (para eliminar Creeper)
1987 - Bernt Fix (para eliminar Vienna)

1987 - G Data Software AG (considerado primer antivirus)

1987 - McAfee
1987 - NOD32

1987 - FlushShot (primeras aproximaciones heuristicas)

1987 - Anti4us (primeras aproximaciones heuristicas)

SeDIaN oo seel Evolucion de soluciones anti-malware
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Las primeras soluciones se
enfocaban al analisis estatico
(enfocado a previa ejecuciéon de
ficheros):

* Firmas/hashes
* Heuristica

-
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/ Las soluciones van

evolucionando hacia un
analisis dinamico de
comportamiento (no solo de
ejecucion de ficheros):

« Sandbox

* Analisis de
comportamiento

\ - Registro de actividades

SeDIaN oo seel Evolucion de soluciones anti-malware



Definicidén de EDR y sus
funcionalidades




Las soluciones EDR (Endpoint Detection
and Response) registran y almacenan
comportamientos a nivel de Endpoint,
usando técnicas de analitica de datos
para detectar comportamientos
sospechosos, proporcionando
informacién contextual, bloqueando la
actividad maliciosa y proporcionando

recomendaciones de remediacion para la
restauracion de los sistemas afectados.

Definicidén de EDR
seDian ot y sus funcionalidades



Las soluciones EDR se enmarcan dentro de las EPP (Endpoint
Protection Platforms) - Definicion de Gartner.

b

Definicidén de EDR
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Capacidades:
» Deteccion de incidentes de seguridad.
* Contencion de incidentes desde el endpoint.
* Investigacion de incidentes de seguridad.

* Proporcionar guias de remediacion.

/
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Principales diferencias de EDR
frente a otras soluciones

anti-malware




EDR vs Antivirus

« EDR asume que has sido ciberatacado/Antivirus se centra en la
prevencion.

* EDR registra los eventos para posterior investigacion de incidentes.

» EDR se centra en el comportamiento (dinamico)/Antivirus se centra en
el analisis estatico (firmas/heuristica).

Antivirus vs NGAV (Next Generation Antivirus)

* NGAV es un Antivirus con algunas capacidades extra como deteccion
de exploits o proteccion de ataques fileless.

Principales diferencias

i de EDR frente a otras
Seguridad Digital 0 o
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Tipo de despliegue
de la soluciodn




* Instalacion de agente con monitorizacion desde consola.
* Cloud u on-premise.
* Appliance fisico/virtual.
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Estado actual del mercado




Figure 1. Magic Quadrant for Endpoint Protection Platforms
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Posibilidades de ampliaciodn
de funcionalidad con

otras soluciones
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* SIEM: Security Information
and Event Management.

* IDS/IPS: Intrusion Detection/
Prevention System.

* Threat Intelligence.

. /
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Consejos para seleccionar EDR:

 ¢Puede la solucion proteger las vulnerabilidades de los endpoints
cuando los sistemas no estan parcheados?

* ;Puede la solucién identificar los ficheros maliciosos sin actualizarse
diariamente?

« ;COmo la solucion detecta y protege frente a movimiento lateral?
« ;COmo gestiona la solucion la remediacion tras un incidente?

* ¢Queé tacticas, técnicas y procedimientos utilizan los atacantes y como
la solucion mejora la seguridad de la organizacion?

seDlan e Aplicaciones practicas de EDR
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> Clean and block

What does this do?

Process details : recipeaddictstool.exe

MO EICM Report summary  Machine learning analysis ~ File properties  File breakdown

Reputation at time case was created: Uncertain
v
Known bad reputation Known good reputation

Detection status: Not detected at time case was created
You should investigate this item to determine whether it is harmful.

SOPHOSLABS Threat Intelligence
Current report created: Sep 25, 2018 7:32 PM

Request Latest Intelligence

Note: Requesting the latest intelligence will cause your files to be sent to Sophos for additional analysis. Learn More

Path:

c:\users\martynroberts\downloads\recipeaddictstool new 25 09 2018\recipeaddictstool exe

Name: recipeaddictstool exe

Process ID: 592

SHA-256: 5e147d105b93a01b0756f2afd2f44a8a27914c42d948c0e3051a2db3657¢c453

Start Time: Sep 26, 2018 2:49 AM
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{@} Eror instalando () ADMINISTRADOR ADMINISTRADOR
Hardware
& Maiware sjscutado & Se han descubierto 50 equipos que no estdn siendo administrados desde Panda Adaptive 5 maware O Blocueados
Defense 360
@ PUPs ejecutados
(@) servidores desprotegidos CLASIFICACION DE TODOS LOS PROGRAMAS EJECUTADOS Y ANALIZADOS §3)
® software Confidbles 131 (8037%)
Malware I 14 (859%)
@ Envios programados Exploits ] 9 (552%)
PUPs 9 (s552%)
A~ Advanced Visualization T..
ACTIVIDAD DE MALWARE PROGRAMAS ACTUALMENTE BLOQUEADOS EN CLASIFICACION
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4
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U Panda Adaptive Defense 360 X @ Panda Adaptive Defense x 4+ = o X

C @ pandasecurity.devo.com € ®E * 6
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eventdate
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2019-11-28 00:00:16.084

2019-11-28 00:00:16.084

() | serverdate

2019-11-27 07:23:04.998998000
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2019-11-27 07:24:06.593593000
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2019-11-27 07:42:05.04646000
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SERVER_1
SERVER_1
SERVER_1
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< [ machinelp O | user

192.1680.1
192.168.0.1
192.168.0.1
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192.168.0.1
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DEMO\Userl
DEMO\Userl
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DEMO\User1
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DEMO\User1
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DEMO\User1
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ModifyExeKey
CreateExeKey
ModifyExeKey
CreateExeKey
CreateExeKey
ModifyExeKey
ModifyExeKey
ModifyExeKey
ModifyExeKey
ModifyExeKey
ModifyExeKey
ModifyExeKey
ModifyExeKey
ModifyExeKey
ModifyExeKey
ModifyExeKey
ModifyExeKey
ModifyExeKey
ModifyExeKey
ModifyExeKey
ModifyExeKey

ModifyExeKey

< | hash

F6B1C6E075B902D80391E3FDASB4527C
F6B1C6E075B902D80391E3FDASB4527C
EDE27EACE742EE2888C5DD36400A2ECO
EDE27EACE742EE2888C5DD36400A2ECO
EDE27EACE742EE2888C5DD36400A2ECO
EDE27EACE742EE2888C5DD36400A2ECO
EDE27EACE742EE2888C5DD36400A2ECO
EDE27EACE742EE2888C5DD36400A2ECO
E38D9838439D0BBC22EF3F1E9FOS8FSE
E38D9838439D0BBC22EF3F1E9FOS8FSE
E38D9838439D0BBC22EF3F1ESFOS8FSE
E38D9838439D0BBC22EF3F1EOFOS8FSE
E38D9838439D0BBC22EF3F1E9FOS8FSE
E38D9838439D0BBC22EF3F1E9FO58F8E
E38D9838439D0BBC22EF3F1EQFOS8FSE
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E38D9838439D0BBC22EF3F1ESOFOS8FSE
E38D9838439D0BBC22EF3F1E9FOS8FSE
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(¢ | muid

70000001-0000-0000-0000-000000000001
70000001-0000-0000-0000-000000000001
70000001-0000-0000-0000-000000000001
70000001-0000-0000-0000-000000000001
70000001-0000-0000-0000-000000000001
70000001-0000-0000-0000-000000000001
70000001-0000-0000-0000-000000000001
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< | targetPath

C:\windows\System32\po«
C:\windows\System32\po«
null

null

null

null

null

null

C:\Program Files (x86)\Mic
C:\Program Files (x86)\Mic
C:\Program Files (x86)\Cor
C:\Program Files (x86)\Mic
null

C:\Program Files (x86)\Mic
C:\Program Files (x86)\Mic
C:\Program Files (x86)\Mic
\?2\C:\Program Files (x86)\
WRD12CNV.DLL
WINWORD.EXE
WWLIBDLL

null

null



O;I:havioralThreat 'm,'<)x

Mowss PR ——

Observed Behaviors for Rule: heuristic.b.virlock_simulation

%30:30 P .I > Created a script file  wscriptexe [SE8)

Mar 1, 2019
33010PM = > Modified the Windows File System to enable auto-start mbun-
33010PM = > Created an executable file in a user folder possibly using a false extension mlpun-

33010PM = > Process created or set a hidden file vnalpt.u-

330:10PM < > Process created or set a hidden executable file mbt.m-
330:10PM o > Launched reg.exe or regedit.exe reg.exe
3:30:10 PM > Launched mshta.exe mshta.exe

3:30:10 PM > Launched PowerShell.exe powershell.exe




© Behavioral Threat
New

= Details A Analysis A Exception & Comments D History

Observed Behaviors for Rule: heuristic b virlock_simulation

m:"’ o v Createdascriptfile wscriptexe [EE)

PROCESS INFORMATION

PID: 3228

Path: C:\Windows\System32\wscript exe

Command Line: "C:\Windows\ System32 \WScript.exe” “C:\Users\Administrator WINO7-32\Desktop\BTP_demo.vbs”
SHA 256:
Username: Admnistrator

FILE OPERATION

Event: Create

Time: March, Friday 15t 2019, 3:30:10 PM

PID: 3228

File Path: ¢ \users\administrator\appdata\roaming\ microsoft \windows\ start menu'\programs\startup\virus.vbs

330100 o > Modified the Windows File System to enable auto-start  wscriptexe ([}

i
330100 4 > Created an executable file in a user folder possibly using a false extension  wcriptexe ([

[
230100 o > Process created or set a hidden file m-

230100 o > Process created or set a hidden executable file  wscriptexe ([}




© Behavioral Threat
New

W Octans A& Analysis A Exception B Comments D History

Actions ~

<> x

Observed Behaviors for Rule: heuristic b.virlock_simulation

oy > createdascript e wseriotexe ([}

3%10m o > Modified the Windows File System to enable auto-start  wscriptexe ([}

33010 o > Created an executable file in a user folder possibly using a false extension m-
3%010m o > Process created or set a hidden e wseriptexe [T}

330100 o > Process created or set a hidden executable file  wcriptexe ([IEED

330:10PM o > Launched reg.exe or regeditexe reg.exe

33010 o > Launched mshtaexe mshta.exe

Time: March, Friday 15t 2019, 3:30:10 PM

Command Line:
powershel -ep bypass -windowstyle hdden -
AHOOEULIET 2B DOTWRSHWORD HOORULIE T 20 DOIWXSDWORE DARULIEP 2OCDOIWX SDWOKE JOAEULIE P 1A DOTWRSDW = =

PO 3348

Parent PID: 3228

Full Path: ¢ \windows \system 32\ windowspowershell\v 1 0\ powershell exe

SHA 256: 6<05011399b7e3cBedd 1bae72014c1249¢ 144280422c 5427 SBeb206fad4 Taec !
Signor Name: Microsoft Corporation




SOPHOS

Admin

& Threat Analysis Center

Dashboard
'O\ Threat Cases

Q Threat Searches

sepian

New Threat Analysis Ce

RDS
192.168.50.135

Summary
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Dashboarc¢

—

r Admin

Threat Analy5|s Center ML/PE A Help - Adrministrator ~

Detected Threat Cases

@ - D - 0 4

@ Root Cause @ Beacon Detected Cleaned
Windows Explorer highscore.exe Jan 21, 2019 6:49
PM

Suggested next steps

ML/PE-A

Priority: Medium ~ Status: New ~

Isolate this device (2]

Scan the device
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SOPHOS Threat Analysis Center - Threat Indicators Help «

Admin

@ Threat Analysis Center
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Traps analyzed

» 1.3k 1,304 unique files
Files Analyzed during the report period
-—'I.\~--
.” \\.
¥ 4 e 1
Exploits Prevented = Malware Blocked
Top Techniques
Memory Corruption
Explok _1 0 files
Kernel Privilege
- 0 quarantined
Last 3 Months: 236 exploits prevented Last 3 Months: 140 malware blocked




CORTEX XDR
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U Panda Adaptive Defense 360 X  +

< C @ aetherdemo.pandasecurity.com/#
P Y

Eiltro A v Entidad v Ver todos

*
- setupeipl exe e 6
chromk.exe
Localcliver32?
Locel... 27ServlExecutatie

Driverdrakhtup vaw
: CpPreSetup.exe

chrome.exs

51693799:8  Cres entradk de regitng SmE
Lap#s provgse
setupTp exe

Carga hbreris
neil ...9 apolo 11.mp4.exa B

SAFETYCRT.OLL extIz setup.exe

setupbe.exs
0.0.0.0
setupylhexe

27.0.041:1630

127.0.0.1

54,65 3% s5:80 Y
Resfbaidigos

a 127.0.0.1:1880

Timeline Iniciar | I ‘ Detener ‘
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Details

Analyze Activity record

Showing Processes (4) Files (21) Network connections (1) Registry keys (0)

Click here for IX only version

o
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